	Managed Security – Changing the Corporate Landscape, or Leaving the Front Door Keys Under the Mat?
 

By Mark Osborne, Director of Security, KPMG
	


	

	When a subject like IT security gains a high level of executive interest, you can bet that there will be a flood of new suppliers in the marketplace, followed by a growing number of products that differentiate and fragment the market – intended to fulfill a need you didn’t even know you had. This is currently occurring in the IT security marketplace, where a new type of service is being offered in the form of security outsourcing, commonly known as a fully managed security service.


Ten years ago, if you went into most boardrooms and announced you needed to take an hour of their time to talk about computer security, it would be almost unthinkable that you would be granted an audience. Even banks, who are always considered to be security-focused, would probably have not given this much time. 

Today, IT security is on everyone’s agenda, so similar audiences with senior management at blue-chip organisations are not rare – in fact, for many senior security officers or consultants, such meetings are verging on commonplace. And during these discussions you can guarantee that someone will quiz you for some detail of their hottest competitors’ hacked website or a penetration test horror story. We must accept the fact that the much-publicised Y2K problem highlighted our dependence on computer systems to senior management whilst the constant bombardment of Internet hacker stories from the media demonstrates how easily these systems can be damaged. Other factors, as shown in Figure 2, combine to make security a hot topic. 
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Figure 1. Strategic and operational aspects of computer security. 

One possible solution is a form of security outsourcing, known as a fully managed security service. 

In this paper, I hope to describe in brief and balanced terms:

· What a fully managed security service is, and what it can cover. 

· Whether or not it is a new concept. 

· Why people are buying it and whether its expected benefits are realised. 

· The risks of relying on third parties for this service, which is traditionally provided in-house.
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Figure 2. Forces squeezing security into business. 

What is a Managed Security Service?

Fairly simply, a managed security service is when an organisation out sources the complete responsibility for the provision of all or a discrete set of tasks of IT security to an independent third party. Unlike a typical long-term security contract, which usually leaves operational management (as in a call-off contract) to the contracting organisations or shares it between the client and the supplier (as in partnering), with a managed security service all management effort is performed by the supplier.

A good managed security service can cover ALL aspects of computer security that might be undertaken by a Chief Information Security Officer (CISO) and his team. (See Figure 1.)

However, all-encompassing contracts of this nature are not as common as ones that focus on the more specialist operational areas, like the fully managed firewall service or intrusion (aka hacker attack in security-speak) detection. Although technically complex, these areas can be easily prescribed by standards and the results easily checked by professionals. This makes them ideal for sourcing – hence many managed security service suppliers will only provide these basic services, leaving the CISO to deal with the rest.
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Are Managed Security Services New?

The simple answer to this question is, functionally, NO. For many years, organisations that outsourced their networks or data centre expected security to be rolled in as part of the package. In these cases everybody accepted that security was important and was therefore included in the Service Level Agreements (SLAs), along with backup and disaster recovery. However, these contracts only dealt with security at a local (ie data centre) level. 

What is new is the extent to which organisations are willing to divulge responsibility for IT security across the board. At KPMG, one of the leading security providers, we found that during the last decade clients wanted to use real security experts whilst retaining ongoing operational control. Therefore, call-off contracts and partnering arrangements were the vehicles for engaging us to provide these services. Now, whole sub-functions of security/network management, such as intrusion monitoring, are divorced from the organisation’s IT staff and managed under contract by third parties. Many large companies have even completely outsourced their security management on an international scale to consultancies and integration companies. And as any good CISO will tell you, organisation-wide IT security management is bigger than just the data centre, as it covers, for example, the Head Office servers, Branch desktops, third-party media storage agency plus the inevitable policies and investigations. To trust this to a third party is a brave departure from the normal governance model.

Why are People Buying Managed Security Services, and are Their Expected Benefits Realised?

So why would an organisation consider undergoing such a radical step-change and what are the benefits? These are some of the commonly-cited (by clients and vendors alike) reasons for engaging in security outsourcing arrangements. 

Cheaper Security

Traditionally, an organisation that saw no value in security just ignored the need for it. This is still fairly common and easy to achieve – simply assign the responsibility for technical security to the server administrators (not necessarily a bad thing) and the overall responsibility to a passing manager. Hardly a scientific basis for satisfactory results – but cheap. On a cost basis alone, nothing that provides effective security can compete, especially not a good managed security service. So if cost is the only reason for undergoing this transformation, you are likely to be disappointed.

However, there can be a few exceptional circumstances when the introduction of a managed security service can result in a cost reduction in the short run. We have noted that this often occurs when organisations are involved in mergers – instead of forcing the IT management to rationalise the control infrastructure, the board assigns the task to a third party. With the escalating acquisition and merger activity in the UK financial markets, this is going to become increasingly common.

Lack of Resource

Currently, candidates with technical network security skills can command good salaries because of the significant value they add to e-commerce projects. This makes it very difficult for many organisations to retain and train adequate resource. 

Particularly for medium-sized organisations, which have limited technology capabilities and resources, this has been a major reason for taking on contracts for managed services, especially in the area of firewalls, IDS and server hardening. Sourcing gives them access to the same technologies, skills and resources as Fortune 500 companies, enabling these smaller companies to compete more effectively.

Better Service

By using a larger, more experienced skills base provided by the management firm, economies of scale can easily yield a cost-effective and high-quality service (ie, not cheaper but better, and not significantly more expensive). This is a most compelling reason, especially if you are an IT director of an organisation in a newly (or more) regulated industry. In this case, you will need effective and demonstrable security in a matter of years to avoid the displeasure of the regulator. Outsourcing all of your security can provide you with the kind of step-change you need, whilst absolving you of everything except the initial contract negotiations.

The “Global Firm” and “24by7” Global firm

Differences in security skills between some countries aren’t forgiven by hackers. Yet many countries that have the poorest security skills also have the highest incidence of fraud. To resolve this situation, many internationals are employing consultancies to institute a customised worldwide-managed security programme.

24by7

A similar situation on a micro-level is caused by 9-to-5 working patterns. The Internet is a 24-hour-a-day channel and most people try to exploit this. However, hackers work at night and if your security staff don’t, you may have a problem. To ensure that the necessary security monitoring and incident response is available, you may contract this to a third party. We find this is the most common of our managed services.

What are the Risks of Relying on Third Parties?

People will object strongly, often emotionally, to the notion of managed security services. This is probably because most IT security officers are seen as the policemen that protect the organisation’s most important asset, information, and that such a role is too important to be trusted to another or to be exposed to raw commercial facts of life. Unfortunately, the truth is that these commercial pressures are just as likely to affect an in-sourced security team (through poor budgets and resource freezes) as any external party. 

Certainly these arguments were raised against the growing trend to outsource Internal Audit functions that emerged five or six years ago in the UK. This is now a fairly common practice that has allowed firms that would have struggled to have a quality function to gain access to top-class professionals that can help them counter fraud and meet corporate governance directives. So what are the real risks? 

Lack of Control

It is a natural consequence of most outsourcing contracts that you give up day-to-day control of the area being sourced. If you are still experiencing exponential growth in the use and the nature of your IT systems, it would be better to consider sourcing after the IT landscape has become a little more stable. Obviously, this does not prevent you using external resources, in fact it is a good opportunity to select a natural partner, but they will not perform optimally as a managed security service.

Fails to Meet Requirements

In our experience, the most common flaw with sourcing is that the supplier you select provides you with a security regime that simply does not meet your requirements. This manifests itself in a number of ways. In its simplest form, it emerges as just a lack of cooperation. We have experience of this in many of our financial sector clients who are required by their industry regulator to have their security reviewed by an independent third party. On a number of occasions, when commissioned to execute this, third party companies have refused us access – usually, with the weakest of reasons based on Intellectual Property. If these banks and insurers want to remain in business, such inspections are mandatory, so the management company will eventually be forced by their client to yield – but it is a sobering thought to realise that the suppliers were so unfamiliar with what can only be described as the basic requirements of their client’s business. Happily, the technical security is often satisfactory.

However, the most extreme cases of a supplier not meeting requirements will result in a security breach. In cases we have seen recently, this has been because the supplier was unable to deal with the complexity of a fairly standard organisation. It should be noted that many suppliers of services in this sector have based their offerings on the needs of Internet-based businesses that are clearly more specific than a more traditional business. In one horror story we encountered, our client found that to get his internal networks monitored, they had been opened up to the Internet (thus exposing them to a much greater risk) just to suit the way the managed services provider worked – hardly satisfactory. In another case, critical security devices had not been installed yet because of cash-constraints – very worrying. For these reasons alone, regular audits are recommended.

Long term contracts limit your business capability – read any MBA course text on sourcing or the make-buy decision and it will highlight this as a major risk. In the case of security management, it is unlikely that any wide-ranging change in business strategy would be thwarted by an outsourced security contract. This is not like manufacturing, where the outsourcing of the production process, for example, could force you into using ancient plant and correspondingly producing a retrograde product. However, it could easily affect your profitability as other cheaper and better ways of securing electronic business become available. We have been asked to help clients in positions like this several times, particularly where the provider uses an in-house developed technology to manage standard products. Sometimes these simply don’t keep up with the newest versions of commercial security products, leaving you exposed or behind current best practice.

This reliance on others reduces your ability to do it yourself - like muscles that atrophy through lack of use, contracting out can mean your organisation eventually lose the capability to manage its own security. This is probably true but of little short-term impact to you because you intend to outsource on an ongoing basis. If a temporary quick fix is required, you should consider partnering, as this inherently provides skill transfer and more control.

Contract out your security - 5 key factors

There are many key factors that can impact on the success of a Managed Security contract. Here are five that we at KPMG consider to be absolutely paramount.

1. Make sure you really want to do it. You should have done a full requirements analysis as it can be incredibly expensive and risky to extricate yourselves from a bad contract. The management company will probably have made significant infrastructure investments, which will be embedded in the very fabric of your systems, and will have to be removed - as will all their access to your systems.

If you are not sure, consider partnering with an established supplier or re-organising your security function. 

2. Spend time selecting a supplier that are experienced in firms of your: 

· Size and geographic spread. 

· Core technology and security requirements - many of the smaller firms in this marketplace are extremely proficient at dealing with Internet-based technology but may struggle in supporting your AS/400 or mainframe systems. 

· Industry - banking and pharmaceuticals tend to have much more stringent requirements than a typical retail firm. 



Currently, many people are sourcing to suppliers who will not exist after the economic down-turn. A good tip here is to select suppliers with a brand and reputation as good as yours. 

3. Get professional help with the contract. The contract must clearly articulate the scope of work, an effective service level agreement and measurement program. The contract must also allow a long-term win-win relationship to flourish - if your negotiator has really squeezed the supplier to breaking-point, you will almost certainly find that much of the intangible value has been squeezed out as well. 

4. Ensure that you have complete right of access and testing of your systems - and that the liability for these tests remains with the managed security supplier. Often management companies will allow tests but under conditions no reputable tester could accept (ie, prove we are deficient and we’ll sue you). Use independent security reviewers and penetration testers frequently to ensure you are protected. 

5. Place someone in charge of the relationship with appropriate experience of security, technology and managing suppliers. 

Conclusion

Clearly, not every managed security service suits every firm. There are also definite risks in using such services that could impact on your business. At KPMG, however, we believe that many organisations can gain a significant commercial advantage from using them. This is based on our long experience of both selecting and running such advanced security contracts. With sensible precautions (see below), good suppliers can provide the controls required to provide security in the new millennium. And in the new millennium, good security is the minimum requirement for e-commerce and electronic trading.

More Conclusions 12 Months on

I originally wrote this article for The Outsourcing Project (Montgomery Research) in late summer 2001.  What, with the benefit of hindsight, can we say.  

· At the time it was very clear that the writing was on the wall for many of the vendors but most analysts did not expect that the demography of the security marketplace would have changed so dramatically.  Many mergers, acquisitions and bankruptcies have taken place meaning that at least a dozen vendors have disappeared. 

· From our first hand experience, dealing with some of the remaining newbee providers is not easy.  Many are still operating on venture capitalist money and yet to show a profit.  This in itself isn’t important but it does suggest a certain lack of commercial maturity.  A project manager designing a highly out-sourced security architecture  said “Getting an SLA from these people was like pulling teeth – they had no idea of the service expectations a leading organization might have”.

The downside is clear – but to end on a positive note, a friend said of outsourced security “ we’re getting a service level now that it would have taken us three years to develop with an in-house team’.
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Partnering Versus Managed Services – a definition








Sourcing borrows much of its definitions from business theory:


Sole supplier - Very like a licensing agreement, A sole supplier agreement represents the least commitment of any formal collaboration.  You manage the supplier and exert control of resources as you would your own staff.  Represents only a short term commitment.


Partnering -  Analogous to a joint venture, you share management responsibility which can be a burden or a blessing.  Usually implemented as a contracted schedule of work on a call-off basis.


Managed Service – like a subsidiary with its own management structure, provides you very little management input except at the strategy level.  
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