Chapter 3 - Web-etiquette and ecommerce

It is over ten years since the Wild Wild Web fibgtcame popular. Yet most people still
ignore the basic security measures it provides.

New features and “good ideas” are introduced omrekly basis but not all of them are
safe and most of them allow someone, like Dogberake money, not to stop bad guys
taking yours.

MY PATENT FOR T'M SURE SOME YOU'D BETTER

MNO-CLICK LIHINERS LJILL CLICK SOMETHING

SHOPPING b..l!'-\EJ SAY IT'S AN OR T HAVE TO
BOOKS.

IDEA,.

5

Copyright 2 2888 United Feature Sundicate, lnc.
Fedistribution in whole o in part prohibited

g_lp!qp & 2000 United Faatare Syndicate, ine.

www. dilbert.com  scoltadamad®acl.com

Avoiding unsafe Web Sites

Dilbert uses Internet Explorer like most peopledAwo does the Fat bloke when he
peruses his favourite hobby of buying bits fortiig helicopters.
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When you go to any site and need to check if itheen reported for Phishing activity

click the EB' icon on the bottom of the screen.
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Alternative, you can go to the toolbar and theokctintools->Phishing Filter -> Check
This Ste.
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If there is a problem with the web site, a text ok pop-up and explain. If not, a text
box will pop up, confirming that there has beenreported problems with the site.
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Trust — verifying that the website is what it claim sitis

Back in the 1990’s a feature was invented and mtilt Web browsers by NetScape inc —
It was called SSL which stood for Secure Sockeelaylhis provides encryption to
protect all your details from being overlooked be wire by bad guys. It also provides
authentication, which ensures you are talking destination verified by a certificate
(more on certificates later) - in simple termmgures that the server is really “what it
claims to be” and makes bogus imposters difficult.

To use these features, you connect to a websesugy SSL or its new brother TLS, by
using HTTPS instead of HTTP in the URL (BTW the iis'HTTPS stands for secure).

AS A RULE - YOU SHOULD NEVER ENTER ANY PAYMENT DETAS OR
PASSWORD WITHOUT A SECURE CONNECTON. I.LE. HTTPS
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If you are using SSL to connect to a valid webdhe,little padlock will appear locked.
Click on the padlock and it will display detailstble webservers certificate
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This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

= Refer to the certification authority's statement for details.

Issued to:  wwow.cpi.hsbc,com
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Learn more about certificates
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The above screen shows the certificate is in date.
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The above screen shows the certificate is OK..



