
Chapter 3 - Web-etiquette and ecommerce 
 
It is over ten years since the Wild Wild Web first became popular. Yet most people still 
ignore the basic security measures it provides. 
 
New features and “good ideas” are introduced on a weekly basis but not all of them are 
safe and most of them allow someone, like Dogbert, to make money, not to stop bad guys 
taking yours.   
 

 
 

Avoiding unsafe Web Sites 
 
Dilbert uses Internet Explorer like most people. And so does the Fat bloke when he 
peruses his favourite hobby of buying bits for his toy helicopters. 
 
 

 
 
 
 



When you go to any site and need to check if it has been reported for Phishing activity 

click the  icon on the bottom of the screen.   
 

 
Alternative, you can go to the toolbar and then click on tools->Phishing Filter -> Check 
This Site. 
 
 



 
 
 
If there is a problem with the web site, a text box will pop-up and explain.  If not, a text 
box will pop up, confirming that there has been no reported problems with the site. 
 
 
 



 
 
 



 

Trust – verifying that the website is what it claim s it is  
 
Back in the 1990’s a feature was invented and built into Web browsers by NetScape inc – 
It was called SSL which stood for Secure Socket Layer.  This provides encryption to 
protect all your details from being overlooked on the wire by bad guys.  It also provides 
authentication, which ensures you are talking to a destination verified by a certificate 
(more on certificates later)  - in simple terms it insures that the server is really “what it 
claims to be” and makes bogus imposters difficult. 
 
To use these features, you connect to a webserver using SSL or its new brother TLS, by 
using HTTPS instead of HTTP in the URL (BTW the “s” in HTTPS stands for secure).  
 
AS A RULE - YOU SHOULD NEVER ENTER ANY PAYMENT DETAILS OR 
PASSWORD WITHOUT A SECURE CONNECTON. I.E. HTTPS  
 
 



 
If you are using SSL to connect to a valid website, the little padlock will appear locked.  
Click on the padlock and it will display details of the webservers certificate 
 
 
 



 
 
Click on view certificate will display validation information. 
 
 
 



 
 
 
 
The above screen shows the certificate is in date. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
The above screen shows the certificate is OK.. 
 
 
 


