Errata

For years | worked at my English, to prove a point — the point was “GCsborne can right a good report”. It was
hard work because, |ike anything that a person isn't naturally gifted at, it takes a while to gain the ability
and keep it. And I felt | had something to prove, too nany tinmes skill-less bureaucrats point to a badly typed

report froma technician and conclude that technical skills and business skills are mutually exclusive. One of
the things | owe KPM5 was the testinmonial that a report witten by nyself is worth thousands. O nore.

Unfortunately, these skills may have been taking a holiday or perhaps the editorial processes wasn't up to
scratch, but my book has sone shockers.

Pl ease accept ny nost sincere apol ogies
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It starts on Page VII

I wrote in Line 20
1995 Played a part in two landmark legal cases:-

=  Was KPMG ‘s security experts on the windup of a famous bank
= Expert witness on computer security in the cash-for-rides action (an extension of the Dirty Tricks campaign)

between two major airlines. Misuse of the computer-held passenger lists was proved and an out-of-court
settlement was reached in the UK

Page 20

Last para
Mark isn’t a complete nerd — He is married to a wife that tolerates his behaviour and two fantastic kids that see him as an
irresponsible older brother

Should read

Mark isn’t a complete nerd — He is married to a wife that tolerates his behaviour and he has two fantastic kids that see him
as an irresponsible older brother.

Chapter 1 Page 4
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Line 14

Disadvantages of positioning the security team below the IT Director report include:

Should read

Disadvantages of positioning the security team below the IT Director include:

Chapter 1 Page 8
Because of the legal implication, evidence gathering, preservation and representation are paramount. Because of the specialist skills

required to do this, often the team relies on external agencies to perform the bulk of these investigations.

Should read

The legal implications of evidence gathering, preservation and representation are paramount - and because of the specialist skills
required to do this, often teams will rely on external agencies to perform the bulk of these investigations.
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Chapter 1 Page 14

Figure 1.4 should be replaced by
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Chapter 1 Page 17
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1% bullet

getting it is your job whilst setting an example.
Should read

getting it is your job, whilst all the time setting a good example.

Chapter 2 page 24
Line 27

Live that experience a couple of times and you will soon understand the purposed of standards.)
should read

Live that experience a couple of times and you will soon understand the purpose of standards
Chapter 2 page 37

Line 13 - desperately needed to be made politically correct, even if the meaning is lost as a result. Actually, I think many problems were introduced
because it is traditional that the written word should not offend or provoke thought — or am | making a joke.
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should read

Chapter 2 page 39

Line 18

should read

Line 27

should read

Chapter 3 Page 53
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Flatly, it is his or her job

Flatly, it is NOT his or her job

show that is just domain of tech support

show that is NOT just the domain of tech support

tell everyone it was great success.

tell everyone it was a great success.




Line 5

or that of notary on a paper.

should read

or that of a notary on a paper.

Chapter 4 Page 74

Line5
(12 jolly good people)

should read unless your book has been censored by the political correct police.
(12 good men and true)

I don’t know about you, happy reader, but the flow of the text is so much improved by changing every single reference to “he” to the phrase ““he or
she” — NOT!!!

Chapter 4 page 86
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Line 4

we might need in

should read
into what is required in

Chapter 5 Page 90
Line 8

there was great feeling
should read

there was a great feeling

Page 95 Line 10

a list of controls that have been deemed not applicable

should read
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a list of controls that have been deemed applicable and a list of those controls not applicable.

Line 14

Table 5.3 Example of Statements of Applicability
should read

Table 5.3 Example Scopes of Certification
Page 96
Line 1

Table 5.3 Example of Statements of Applicability
should read

Table 5.3 Example Scopes of Certification
Page 98

Second bullet
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a clearly defined risk analysis approach

should read
a clearly defined risk analysis approach must be used
Page 105
Line 2
company system
should read
company’s systems
Line 24
remove it.
should read
remove it from the MLPs.
Chapter 6
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Page 112 Line 10

very large check
should read
very large cheque

page 117 Line 13

| know not
should read

| know nowt
Chapter 8
page 146
bullet 6

any address Web port
should read
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any address any port

Page 158

The title
Commercial Firewalls

should read to make it consistent with the other chapters

For the Technically Minded

page 160
last Line
I am a deranged

should read
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| am deranged

page 161
Line 3
no sockets are
should read
sockets are
Page 163
Line 10
a wealth of experience managing routers.
should read
a wealth of experience in managing routers.
Chapter 9
page 179
Line 26
on intrusions
should read

on attempted intrusions
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Page 181 figure 9.1 — I cant read it, it should looks like

ealSecure Console - Untitled.rse

_J Eil= D Policy Editor - D:\Program Files\|S5%\RealSecure 6.5 Congzole\Server Policies\MYPOLICY .policy
J [ Ele Yiew Help
'—@nlﬂﬂﬂ§?| |
E‘D 05 Events Account_policy_change =
EIQ Commaon Brioiity
[:| Maormal uger activity sy
B[] Unusual user activity IMedium 'I Advanced... |
E|[:| Marmal a_d!'mn aClIVIt_'!J Biesmaies
Administrator loging
D Local group managemert Hesonse Type | Responze Mame g
E|--- User account management DISPLAY Default
[~ £ _policy_change # LOGDE Logtithout aw
L |:| User_account_changed D@ EraIL e
-] Unusual admin activity O & snmp
-] Security events & SECURELOGIC |
B ‘windows
-] 2000 orly haj| |
B[] Solaris =
-] Sl d Text Log Event: .
B[] Syslag and Test Log Events Account policy was changed
{Account_policy_change)
=) o o
—_— About this signature or vulnerability —
This signature detects that an account policy has
J fas been changed.
EL
Y = Default risk level
K] il
& FAProtect | g Metwork.. ] 0S Events I 1y, Medium =l
‘l Ready o ﬂ
|F|ead_l,.l A
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Page 198 figure 9.9 — I cant read it, it should looks like

ogram FilezAl55\Real5ecure 6.5 Conzole\Metwork Policies\BCS_policy

Connection Events

Add I Remowve |

Enabled Event Priority |Respo| 5rc Address | Dest Address | Proto|Src Por| Dest Port/Type

1 [+ TETP-CQUT High 10.0.0.0532 Any udp  [Any TFTF
2 [+ Rlogin-in-Dk.L |High 1921651 0032 1921651 0532 |tcp Ay Rlogin

The original text had some clever insets and call-outs so you could see the format of the screen — but also read the text. But these remain no
more.
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Chapter 10

Page 213 Title
IDS Deployment Methodology
should read to make it consistent with the other chapters
For the Technically Minded
Page 218
Line 1
methodology
should read

methodology in their product
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Chapter 11

page 236
Line 5

in North
Should read

in the North
Page 238

Line 22 table 11.1
The classic situation
should read

The classic problem

Line 29 table 11.1
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Arrangements are available

should read
Often commercial IPS support options
Last 3 lines table 11.1

All lines starting with “The reset” should have a bullet

Page 247
Example deployments
should read to make it consistent with the other chapters

For the Technically Minded

Page 252

www. loud-fat-bloke.co.uk

—



5 lines from bottom

extensively:
should read
extensively. Example signatures are shown below:
Chapter 12
Page 257
first bullet
in many companies
should read
in many countries
Page 263

Did | get ribbed for writing this, or what? — | don’t know what happened.

bullet six
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RST (or Xmas-tree) scan — Rarely used, not accurate but difficult to detect. This is similar to the SYN scan but uses a TCP reset.

should read
Xmas-tree scan — Rarely used, not accurate but difficult to detect. This is similar to the SYN scan but has all the TCP FLAGS set (i.e.
FIN, PSH, and URG). If the port is closed, a TCP reset will be sent. It is called Xmas tree because it has all the flags-set, all lights
are burning, lighting the packet up like a Xmas Tree. See its poetic.

Page 267

Here again, there are changes to the meaning of the book.
First bullet

Resource overload These attacks intend to overload the resources (eg memory) of a target so that it no longer responds.

Was originally written to be a new paragraph followed by a series of bullets like

Resource overload — these types of attack are intended to overload the resources (eg memory) of a target so that it no longer
responds: They include:

bullet six
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* Qther resource consumption attacks can included

Was originally written to be a new paragraph, to introduce a miscellaneous bunch of attacks, followed by a series of bullets.

Other resource consumption attacks can include:

bullet 11

* Qut-of-band attacks These attempt to crash targets by breaking IP header standards

Was originally written to be a new paragraph followed by a series of bullets. Ireally don’t get the point of running them all together like this.

Out-of-band attacks — These attempt to crash targets by breaking IP header standards:
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Page 268

bullet 1 - delete the line below as it is repetition

IP source address spoofing (land attack) — causes a computer to create a TCP connection to itself

Page 276
Last Line
| do not share this view.
Was originally written to be
So | have to categorically say | believe, in my opinion, this to be nothing short of ARSE.
But probably should read.

I do not share Denning’s view.
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Page 277

Line 7
Denning’s book
Should read (because it was only a short paper)
Denning’s paper
Chapter 13

Line 21 reads as
vulnerable:

because the screen grab was meant to immediately follow it. Now that the picture has been moved and re-ordered, the sentence should be
changed to :

vulnerable.
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Figure 13.10 should look like this

1)
1. Normal flow: http://x.com/login.php
userid /password

entry

Enter Userid
Enter Password

User/
password Ok?

(2)

http://x.com/Account.php

Enter “1” for Payment 2. Forceful browsing
Enter “2” for Admin Bypassing userid

(3)

http://x.com/Acc_adm.php

Change account details
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Page 301

Line 2 reads
# line above looks for a stream containing the script directive — if spots #
performs the defined action — block and alert in our case

should read
# line above looks for a stream containing the script directive — if spots it

# performs the defined action — block and alert in our case

Config files and word wrap often don’t make good bed fellows
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