Oracle security

1 Introduction

This database security tool kit was put together many years ago before any database security scanners existed.  Having just worked with someone that was using one, the difference doesn’t seem considerable.

The kit consists of a set of a number components:

· A set of sql scripts to list data base parameters

· A basic checklist, telling you what to run; and

· A set of appendixes that provide guidance.

2 Security Checklist

	SECURITY TESTS
	MLP

	2.1 Normal users


	

	2.1.1 Validate the users defined to the DBMS

Using  script below Produce a list of all active users defined on the Oracle database.

Security objective :

· ensure unused profiles are removed as they might by exploited by malevolent parties;

· ensure that user id standards are in place and followed.

SQL SCRIPT: USER
	

	Notes

	

	2.1.2 Group users

Verify that each userid is assigned to an individual and not a group of users (ie. userids are not shared). Follow-up exceptions.

N.B. It is very good practice in relational database management to ensure that there are group ids set up to own the application tables. Eg : user payroll owns all the application objects for the payroll application. This prevents problems with tables going missing when a key employee leaves and has his account deleted.

Security objective:

· ensure that user ids are not shared, shared ids are easily exploited.

SQL SCRIPT: USER (as above)


	

	Notes

	

	2.1.3 Use of resource limits and password setting

Using the listing obtained above, ascertain the session profile used for end-users.  Verify that all users are limited in the number of concurrent session and have time-outs set.  Users that may legitimately have multiple sessions are:  

· administration or support users;

· batch users;

· standard unused users.

Check password settings:

FAILED_LOGIN_ATTEMPTS

SESSIONS_PER_USER

PASSWORD_LIFE_TIME
PASSWORD_REUSE_TIME  
Security objectives:

· allowing non-support users to logon multiple times encourages users to share ids;

· with no resource limits users can damage systems performance;

· with no time limit, un-attended applications are likely to used by others.
SQL SCRIPT: PROFILE
	

	Notes
 
	n

	2.2 Special Users
	

	
	

	2.2.1 Oracle or Oracle7or Oracle8 users

Ascertain who can use (i.e. can su, sudo, upm to or has the password of) the software owning user defined at the host operating system level.  This is usually called Oracle or Oracle7 in a normal Oracle environment.  

Security objectives : 

· by use of this account it is possible to connect internal and gain powerful access to the database;

· delete the Oracle software at the O/S level and thereby, denying normal service.

It should be Used by DBAs only
	

	Note
	

	2.2.2 Default passwords

Determine if the installation has changed the default passwords for standard userids which are provided with the system. Details of these users are list in the appendix 

Security objective :

· These users can have very powerful access, yet it is common to find that default passwords have not been changed. Effectively, this allows anyone familiar with Oracle, a high level of access to the system being reviewed.


	

	Notes

	 

	2.2.3 System privileges granted to individuals 

Determine systems privileges allocated to individual users. Verify their correctness using the matrix provided in the appendix.

As a general rule systems privileges should be granted to a role. 

Typically privileges granted to users are either special cases or temporary assignments.

Security objectives: 

· Powerful systems privileges are available that could jeopardise the security of the database. The validity of such privileges must be ascertained.

SQL SCRIPT: SYSPRIV

N.B. this procedure lists privileges for both users and roles

	

	Notes

	N

	2.2.4 Table access granted to PUBLIC 

Within oracle the special user public refers to all users. Determine table grants allocated to the PUBLIC users. Verify their correctness - follow-up alter or update privileges.

Security objective:

· the public user should be used with discretion as it refers to all users thus representing a loss of control;

· the public user should not (normally) be granted update level privileges to objects as it reduces accountability.

SQL SCRIPT: PUBTABLE

	

	Notes
None


	N

	2.2.5 System privileges  granted to PUBLIC 

Determine if system privileges have been allocated to the PUBLIC user. This is a bad practice.

Security objective: 

· generally the public user should be used with discretion.

SQL SCRIPT: PUBPRIV

	

	Notes

	N

	2.3 Tables & views


	

	
	

	2.3.1 Table access granted to individuals 

Determine table grants allocated to individual users. 

Generally, only special case users should be granted individual table accesses - normal production users should gain access via the group facility, roles.

Verify their correctness - follow-up any index or alter privilege.

Security objective: 

· generally only special cases should be granted individual table rights.

SQL SCRIPT: USERTABS

	

	Notes

	N

	2.3.2 Table access  granted to roles 

Determine table grants allocated to roles users. Verify their correctness and follow-up any index or alter privilege granted to staff that are not DBAs.

Security objective: 

· only DBA/admin. staff should be granted alter table rights.

SQL SCRIPT: ROLETAB

	

	Notes

	

	2.4 Roles


	

	
	

	2.4.1 General roles systems privilege 

Determine from the dba the purpose for each site-defined role. Ascertain the purpose of each role. Determine the validity of any special systems privilege.

SQL SCRIPT: NEWROLES


	

	Notes
done 
	

	2.4.2 Operating systems roles

Operating system authenticated roles allows users who members inn certain operating system groups to gain authority to the database.  This feature is particularly useful in large sites with many databases.

Check the operating security system after verifying that this feature is used to see who can gain access via this mechanism.

Security objective: 

· The system security system may be administered outside the dba group, allow access to individuals who may not require it.


	

	Notes
None found.


	N

	
	

	2.5 Oracle parameters

Obtain a list of Oracle parameters, check the following:


	

	2.5.1 CONTROL_FILES=(filespec1..filespecN)

These contain control information about the Oracle instance - if they are damaged, the database must be restored.  There must be at least 3 control files on 3 different volumes to reduce the risk of disk failure.


	

	Notes

	

	2.5.2 INIT_SQL_FILES=(filespec1..filespecN)

Simple files that contain SQL that are run at database initialisation - check O/S permissions as it runs with high privilege within Oracle.


	

	Notes

	

	2.5.3 AUDIT_TRAIL=[DB|OS|NONE]

The Oracle audit facility is enabled by this option.  If it is not enabled attempted accesses which are denied are not reported.  This can be an indication of malevolent activity. Also, if support staff or maintenance programmers require update access to a production instance, this option should be considered for audit trail purposes.

See separate section on the Oracle facility.


	Y

	Notes

	

	2.5.4 RESOURCE_LIMIT

If this is not on then the limits set in profiles will not take effect.


	

	Notes

	

	2.5.5 Operating system authentication

OS_AUTHENT_PREFIX=[OPS$|literal]

This signifies the prefix for all users authenticated by the operating system and not internal Oracle security.

REMOTE_OS_AUTHENT=[true|false]

This should not be set or set to false - if it is enabled  it may allow other remote machines users to login to Oracle on your machine using sql*net.


	

	Notes

	N

	2.5.6 Redo log archiving

LOG_ARCHIVE_START=[true|false]

Should be set to true, otherwise archive logging will not be on. If it is not on, there will be no “point-in-time” recovery - this means should a hardware failure occur the DB will have to be restored to the previous back-up.

LOG_ARCHIVE_DEST=filespec

This specifies the destination of the off-line archive logs.


	

	Notes
log_archive_start = true      

	n

	2.5.7 OS_ROLES=[TRUE|FALSE]

Controls whether operating system authenticated roles, OSDBA or OSOPER, can be used.


	

	Notes

	

	2.5.8 DBLINK_ENCRYPT_LOGIN=[TRUE|FALSE]

This enforces encryption across the network for database links. Should be considered with insecure networks.

2.5.9 
	

	Notes

	

	2.6 Database structure

Security objective: 

· Are the databases setup appropriately.  If not the database may be exposed to security flaws or the business exposed to risk of ineffective applications.


	

	
	

	2.6.1 Logical database structure

Has the logical database structure been considered adequately.  Has the:

· system table space been adequately protected - Check the listing to ascertain if user default table space is something other than the system tablespace.  If not users can fill the system tablespace and damage the instance;

· main roll-back segment been moved to a separate table space;

· temp tablespace (as shown by SQL SCRIPT: USERS) has been separated from system.

SQL SCRIPT: FILES


	

	Notes

	

	2.6.2 On-line Redo logs

These store the status of the update transactions as they applied to the database. Should be 2, on different volumes from the main databases.  These should be mirrored onto two different volumes either by Oracles own group facility ( where the DBMS writes to two different files) or using operating system/hardware disk mirroring.

Security Objective: 

· If an on-line redo log is lost due to a hardware error, the DBMS may have to  be restored to its previous back-up.

· If a the Redo logs is positioned next to a volatile table performance will be effected.

	

	Notes
OK


	

	2.6.3 Security of Physical database files

Obtain a list of all the database files using the SQL referred to below.  Check the file permissions (using ls –l )of each of these objects to ensure that only the oracle user can write to them.

Also check the file permissions of:

· on-line redo logs;

· archived redo logs;

· control files;

· Oracle software;

· init.ora.

If they can be written by general user at the O/S level, all database security can be subverted.

SQL SCRIPT: FILES

	

	Notes

	Y

	2.7 Procedures, functions & packages


	

	This step is only necessary on Oracle 7 with the procedural option install or Oracle V 7.1 or above – shows how old I am 


	

	Notes

	

	2.8 Triggers


	

	2.8.1 Establish the use of triggers

Triggers are commonly used for adding an audit function to applications.  Establish if any triggers are used.

Security objective

Triggers can modify the behaviour of applications, their use should be documented.

SQL SCRIPT: TRIGGER1


	

	Notes

	

	2.9 Database links


	

	2.9.1 Public links

Public database links can allow access to other databases by the means of a hard coded user and password - assess the situation.

Security objective:

· Public links could allow a user unauthorised access to TABLES on anther database

SQL REFERENCES : LINKS


	

	Notes

	

	
	


3 Appendix 1

	PRIVILEGE
	DESCRIPTION
	COMMENT
	SECURITY

CONCERN

	ANALYZE
	
	
	

	ANALYSE ANY
	analyze table, cluster index
	
	

	
	
	
	

	AUDIT
	
	Controls auditing
	

	
	
	
	

	AUDIT ANY
	audit any object
	
	

	
	
	
	

	AUDIT SYSTEM
	 turn auditing on or off
	
	Y

	
	
	
	

	CLUSTER
	
	Group tables for efficiency
	

	CREATE CLUSTER
	as privilege name
	
	

	
	
	
	

	CREATE ANY CLUSTER
	as privilege name
	
	

	
	
	
	

	ALTER ANY CLUSTER
	as privilege name
	
	Y

	
	
	
	

	DROP ANY CLUSTER
	as privilege name
	
	

	
	
	
	

	DATABASE
	
	
	

	ALTER DATABASE
	alter database characteristics add files etc
	Add redo logs

files etc
	Y

	
	
	
	

	DATABASE LINK
	
	
	

	CREATE DATABASE LINK
	create private link in own schema
	
	

	
	
	
	

	INDEX
	
	
	

	CREATE ANY INDEX
	Create an index (in any schema) on any table
	
	Y

	ALTER ANY INDEX
	Alter any Index in the database.
	
	Y

	DROP ANY INDEX
	Drop any Index in the database.
	
	Y

	PRIVILEGE
	
	
	

	GRANT ANY PRIVILEGE
	Grant any system privilege (not object privilege),
	effectively give any access to anything
	Y

	
	
	
	

	PROCEDURE
	
	create stored SQL that can be executed
	

	CREATE PROCEDURE
	Create stored procedures, functions, and packages in own schema 
	
	

	
	
	
	

	CREATE ANY PROCEDURE
	Create stored procedures, functions, and packages in any schema. (Requires that user also have ALTER ANY TABLE, BACKUP ANY TABLE, DROP ANY TABLE, LOCK ANY TABLE, COMMENT ANY TABLE, LOCK ANY TABLE, COMMENT ANY TABLE, UPDATE ANY TABLE, DELETE ANY TABLE, or GRANT ANY TABLE)
	
	

	
	
	
	

	ALTER ANY PROCEDURE
	Compile any stored procedure, function, or package in any schema
	
	Y

	
	
	
	

	DROP ANY PROCEDURE
	Drop any stored procedure, function, or package in any schema
	
	Y

	
	
	
	

	EXECUTE ANY PROCEDURE
	Execute any procedure or function (stand-alone or packaged), or reference any public package variable in any schema.
	
	Y

	
	
	
	

	PROFILE
	
	Allow control of resource usage in Oracle
	Y - see parms section

	
	
	
	

	CREATE PROFILE
	Create profiles.
	
	

	ALTER PROFILE
	Alter any profile in the database.
	
	

	DROP PROFILE
	Drop any profile in the database.
	
	Y

	ALTER RESOURCE COST
	Set costs for resources used in all user sessions.
	
	

	
	
	
	

	PUBLIC DARABASE LINK
	
	
	

	CREATE PUBLIC DATABASE LINK
	Create public database links.
	
	

	
	
	
	

	DROP PUBLIC DATABASE LINK
	Drop public database links.
	
	Y

	
	
	
	

	
	
	
	

	PUBLIC SYNONYM
	
	
	

	CREATE PUBLIC SYNONYM
	Create public synonyms.
	
	

	
	
	
	

	DROP PUBLIC SYNONYM
	Drop public synonyms.
	
	

	
	
	
	

	ROLE
	
	definitions of groups of security attributes
	

	
	
	
	

	CREATE ROLE
	create roles.
	
	

	ALTER ANY ROLE
	Alter any role in the database.
	
	Y

	DROP ANY ROLE
	Drop any role in the database.
	
	Y

	GRANT ANY ROLE
	Grant any role in the database.
	
	Y

	
	
	
	

	ROLLBACK SEGMENT
	
	
	

	
	
	
	

	CREATE ROLLBACK SEGMENT
	Create rollback segments.
	
	

	ALTER ROLLBACK SEGMENT
	Alter rollback segments.
	
	Y

	DROP ROLLBACK SEGMENT
	Drop rollback segments.
	
	

	
	
	
	

	SESSION
	
	
	

	CREATE SESSION
	Connect to the database.
	The basic sys. priv. which allows you to use Oracle
	

	ALTER SESSION
	Issue ALTER SESSION statements.
	allows SQL trace to be enabled
	

	RESTRICTED SESSION
	Connect when the database has been started using STARTUP RESTRICT. OSOPER and OSDBA roles contain this privilege
	Main usage when license is exceeded
	

	
	
	
	

	SEQUENCE
	
	
	

	CREATE SEQUENCE
	Create a sequence in own schema.
	
	

	CREATE ANY SEQUENCE
	Create any sequence in any schema,
	
	

	ALTER ANY SEQUENCE
	Alter any sequence in any schema.
	
	

	DROPANY SEQUENCE
	Drop any sequence in any scheme
	
	

	SELECT ANY SEQUENCE
	Reference any sequence
	
	

	
	
	
	

	SNAPSHOT
	
	
	

	CREATE SNAPSHOT
	Create snapshots in own schema. (User must also have the CREATE TABLE privilege.)
	
	

	CREATE ANY SNAPSHOT
	Create snapshots in any schema. (User must also have the CREATE ANY TABLE privilege.)
	
	

	ALTER ANY SNAPSHOT
	Alter any snapshot in any schema.
	
	

	DROP ANY SNAPSHOT
	 Drop any snapshot in any schema.
	
	

	
	
	
	

	SYNONYM
	
	
	

	CREATE SYNONYM
	Create a synonym in own schema.
	
	

	CREATE ANY SYNONYM
	Create any synonym in any schema.
	
	

	DROP ANY SYNONYM
	Drop any synonym in any schema
	
	

	
	
	
	

	SYSTEM
	
	
	

	ALTER-SYSTEM--
	Issue ALTER SYSTEM statements.
	
	Y

	
	
	
	

	TABLE
	
	
	

	CREATE TABLE
	Create tables in own schema. Also allows you to create Indexes on tables in own schema. (The must have a quota for the tablespace or the UNLIMITED TABLESPACE privilege)
	
	

	CREATE ANY TABLE
	Create a table in any schema. (if grantee has CREATE ANY TABLE privilege and creates a table in another user's schema, the owner's space quota and default tablespace are used.  It a tablespace Is explicitly specified, the owner must have space quota on that tablespace.  The table owner need not have the CREATE ANY TABLE privilege.
	
	

	ALTER ANY TABLE
	Alter any table in any schema and compile any view in any schema.
	
	Y

	
	
	
	

	BACKUP ANY TABLE
	Perform an Incremental export using the Export utility.
	
	

	DROP ANY TABLE
	Drop any table in any schema.
	
	Y

	LOCK ANY TABLE
	Lock any table or view in any schema.
	
	Y

	COMMENT ANY TABLE
	Comment on any table, view, or column in
	
	

	
	
	
	

	
	
	
	

	SELECT ANY TABLE
	Query any table, view, or snapshot in any schema.
	
	Y

	INSERT ANY TABLE
	insert rows into any table or view in any schema.
	
	Y

	UPDATE ANY TABLE
	Update rows in any table or view in any schema.
	
	Y

	DELETE ANY TABLE
	Delete rows from any table or view in any schema. and truncate any table, cluster, or Index.
	
	Y

	TABLESPACE
	
	
	

	CREATE TABLESPACE
	Create tablespaces; add files to the operating system via ORACLE, regardless of the users operating system privileges.
	
	

	ALTER TABLESPACE
	alter tablespaces; add files to the operating System via ORACLE, regardless of the user's operating system privileges
	
	Y

	MANAGE TABLESPACE
	Take any tablespace off-line, bring any tablespace on-line, and begin and end backups of any tablespace.
	
	Y

	DROP TABLESPACE 
	Drop tablespaces.
	
	Y

	
	
	
	

	UNLIMITED TABLESPACE
	Use an unlimited amount of any tablespace. (This privilege overrides any specific quotas assigned.  If  revoked, the grantee's schema objects remain but further tablespace allocation is denied unless allowed by specific tablespace quotas.  this system privilege can only be granted to users and not to roles.  in general, specific tablespace quotas are assigned Instead of granting this system privilege.)
	
	Y

	
	
	
	

	TRANSACTION
	
	
	

	
	
	
	

	FORCE TRANSACTION
	Force the commit or rollback of own In-doubt distributed transactions in the local database
	
	

	FORCE ANY TRANSACTION
	Force the commit or rollback of any in-doubt distributed transaction in the local database
	
	Y

	
	
	
	

	TRIGGER
	
	
	

	CREATE TRIGGER
	Create a trigger in own scheme.
	
	

	
	
	
	

	CREATE ANY TRIGGER
	Create any trigger (in any schema) associated with any table in any schema
	
	

	ALTER ANY TRIGGER
	Enable, disable, or compile any trigger in any schema
	 Could be a concern if triggers are used to produce audit trails
	Y

	DROP ANY TRIGGER
	Drop any trigger in any schema.
	
	Y

	
	
	
	

	USER
	
	
	

	CREATE USER
	create users; assign quotas on any tablespace, set default and temp  tablespaces, and assign a profile as part of a CREATE USER statement
	
	

	BECOME USER
	Become another user, (Required by any user performing a full DB import )
	
	Y

	
	
	
	

	ALTER USERS
	Alter other users: change any user's password or authentication method assign tablespace quotas  set default and temporary tablespaces assign profiles  and default roles , in a alter user statement 


	This not required to change your  own password despite popular belief
	Y

	DROP USER
	Drop another user,
	
	

	
	
	
	

	VIEW
	
	
	

	CREATE VIEW
	create a view in own schema
	
	

	
	
	
	

	CREATE ANY VIEW
	Create a view in any scheme. requires that user have ALTER ANY TABLE, BACKUP ANY TABLE, DROP ANY TABLE, LOCK ANY TABLE, COMMENT ANY TABLE, SELECT ANY TABLE, INSERT ANY TABLE, UPDATE ANY TABLE DELETE ANY TABLE-or  GRANT any table)
	
	

	
	
	
	

	DROP ANY VIEW
	Drop any view in any schema.
	
	Y

	
	
	
	


3.1.1 Standard Oracle Roles

	ROLE NAME
	PRIVILEGES HELD
	COMMENT

	CONNECT
	ALTER SESSION 

CREATE CLUSTER

CREATE DATABASE LINK

CREATE SEQUENCE

CREATE SESSION 

CREATE SYNONYM

CREATE TABLE

CREATE VIEW
	standard role for  normal Oracle users - a little over privileged as it allows you to create resource - more suitable for a developer.

	RESOURCE
	 CREATE CLUSTER 

CREATE PROCEDURE

CREATE SEQUENCE

 CREATE TABLE

CREATE TRIGGER
	

	DBA
	ALL

 WITH ADMIN OPTION
	

	IMP_FULL_DATABASE
	BECOME USER
	

	EXP_FULL_DATABASE
	 SELECT ANY TABLE 

BACKUP ANY TABLE

insert delete update on some sys.% tables


	


3.1.2 Operating system authenticated roles

	ROLE NAME
	PRIVILEGES HELD
	COMMENT

	OSOPER
	STARTUP

SHUTDOWN

ALTER DATABASE OPEN

ALTER DATABASE BACKUP

ARCHIVE LOG
RECOVER

RESTRICTED SESSION


	

	OSDBA
	ALL

 WITH ADMIN OPTION
	


3.1.3 Objective privileges

	
	OBJECT TYPE

	
	TABLE
	COLUMN OF A TABLE
	VIEW
	SEQUENCE
	PROCEDURE

	OBJECT

PRIVILEGE


	
	
	
	
	

	execute
	
	
	
	
	YES

	select
	YES
	YES
	YES
	YES
	

	
	
	
	
	
	

	insert
	YES
	YES
	YES
	
	

	update
	YES
	YES
	YES
	
	

	delete
	YES
	 
	YES
	
	

	
	
	
	
	
	

	index
	YES
	 
	
	
	

	alter
	YES
	 
	
	YES
	


4 Appendix 2 - Oracle parameters

4.1 Obtaining Oracle initialisation parameters

4.1.1 active parameters

Oracle parameters can be altered during an Oracle session, so the init.ora may not reflect the current status.

To obtain a list of Oracle parameters, enter sqldba an do the following at the command prompt.

$  sqldba  lmode=y

->spool oraparm

->show parameters

->spool off

4.1.2 Archive log info

Enter the commands:

$  sqldba  lmode=y

-> connect internal

->spool arclist

->archive log list

->spool off

produces output like this

DATABASE LOG MODE                       [ARCHIVELOG | NOARCHIVELOG]

AUTOMATIC ARCHIVAL                     [ENABLED|DISABLED]

ARCHIVE DESTINATION                     /Oracle/ARJ/zzz.dbf

OLDEST ONLINE LOG SEQ                 30

NEXT LOG SEQ  TO ARCHIVE            33

CURRENT LOG SEQ  TO ARCHIVE     30

4.2 Using the SQL

To use the SQL provided with this work programme, you will need to either:

· Arrange for the DBA to run it for you;

· have a user set-up and run the SQL yourself(recommended).

In either case insure a new directory is created to store and run the SQL.

DO NOT RUN IT FROM AN EXISTING DIRECTORY.  The SQL is self-documenting so it can over-write existing files.

4.2.1 Requirements for running the Sql yourself

Given the amount of time a security review of this nature takes, it is advisable to run the Sql yourself.  IF THIS DETERS YOU - YOU PROBABLY ARE NOT QUALIFIED TO UNDERTAKE SUCH A REVIEW. You will require:

· an operating system account with access to the command line and access to sqlplus;

· a user on the Oracle Database with SELECT ALL TABLE privilege.

4.2.2 To install the SQL

1. logon to machine which hosts the Oracle instance you will be reviewing;

2. make a new directory for the Sql;

3. use a file transfer utility to copy the Sql to the machine;

4. run the sql(see below);

5. copy the list files using a file transfer utility to a diskette;

6. delete the sql

4.2.3 To run the sql

1. ensure ORACLE_HOME, ORACLE_SID and operating system path are set correctly;

2. change to the directory containing the sql;

3. enter the sqlplus command and run the Sql (as below)

$ sqlplus

->  @USERS

->  EXIT

To run the sqlplus on a remote client, you may have t edit the tnsnames.ora.  It is usually simple. An example is provided below:

# Filename......: tnsnames.ora

sidname = 

  (DESCRIPTION = 

    (ADDRESS_LIST = 

        (ADDRESS = 

          (COMMUNITY = )

          (PROTOCOL = TCP)

          (Host = HOSTNAME)

          (Port = 1521)

        )

    )

    (CONNECT_DATA = (SID = sidname)

    )

  )

4.2.4 Summary of the SQL

Most of the SQL queries are simple table or view dumps.  This simplicity insulates the queries from changes to structure of the tables resulting from Oracle upgrades. Below is a  list of the queries.

	Query
	Function

	
	

	USERS
	List users defined to Oracle

	PROFILE
	List all resource profiles on the database

	SYSPRIV

PRIVUSER
	list system privileges granted to users

	PUBTABLE
	list object privileges granted to public

	PUBPRIV
	list privileges given to public

	USERTABS
	list object privileges granted to users

	ROLETAB
	lists object privileges granted to roles

	COLPRIV
	lists columns granted to users

	USERROLE
	Shows the roles granted to all users on the database

	NEWROLES
	lists non-standard roles

	ROLEPRIV
	lists system privileges granted to roles

	LINKS
	lists public database links

	SQLPROD
	lists sqlplus security restrictions

	FILES
	lists all operating system files used by the db

	EXEPRIV
	Show the permissions for all procedures

	LISTOBJ
	lists all objects and there ownership

	LISTVIEW
	accepts a parameter of a view name and lists the executable code included

	TRIGGER1
	shows which triggers are applied to which tables

	TABLEPOS
	shows the table position (i.e. tablespace name) of all tables

	TSPACES
	Lists all tablespaces

	LISTPROC
	accepts a parameter of a procedure or function name and lists the executable code included


